Community Server - Adding Privilleges  to a Content Area 

I make no gurantees as to the performance or capabilities of this fix. Please use this at your own risk. 

Disclaimer: We’re going to make this app a little less secure-- barely. I wouldn’t feel right if I didn’t reiterate again that we’re going to be giving everyone who has ContentEditor roles a backdoor where they might be able to hack some javascript cleverly and edit a contentpart they aren’t supposed to. So just keep in mind that your ContentEditor group should be people who aren’t going to try to hack your site. People without an account or with normal accounts who aren’t in this new ContentEditor role do not pose a security risk.

Overview: What we’re going to do is allow more than just users in the SystemAdministrator role to edit Content Areas. To do that we will add an extra property to the CP:ContentPart control called “AllowedRoles” which will be a string of allowed roles you create who can edit the particular content area.  Next, we’re going to make an exception to the 2 checks in the libraries for ContentPart and EditContent which only allow users in SystemAdministrator role to edit the ContentPart. The Exception is if they are in that role or in a new role called “ContentEditor”. To allow a non-administrator rights to edit a particular ContentPart, you’ll have to add them to the “ContentEditor” role. Then, you’ll add another role like “HomePageEditor” and use that role to assign which user can edit which ContentPart. Note: This is not a quick easy fix. If you are new to .NET you shouldn’t attempt this as it may corrupt your libraries and cause your site to go down. 
Option 1 – If you are running 2.1 SP2 and haven’t made any changes to the DLLs in the CommunityServer.Controls namespace, you can copy my compiled update to your /bin directory. This file available at http://www.aaroncoleman.name/cs_contentarea_fix/CommunityServer.Controls.dll. Next complete steps1 and step 4. 

**UPDATED: Please note that the compiled DLL is no longer available as it has been brought to my attention that providing this file is in violation of the CS redistribution policy. You will need to compile the code after making the changes in steps 2 and 3.

Option 2 – Make the changes to the CS files yourself. You will need to download the Community Server 2.1 SP2 SDK and recompile it afterwards and copy the recompiled /bin/CommunityServer.Controls.dll file to your website.
You will need to make changes to 2 files:

· /Utility/ContentPart.cs

· /Utility/EditContent.cs

Step 1 –

Log in to CS and go to “Membership” -> “Manage All Roles” -> “Add New Role”

Create a new role called “ContentEditor”

Create another role with whatever name you like for instance “HomePageEditor” or “AboutUsPageEditor”.

The first role will need to be added to every user who will be allowed to edit a content part anywhere on the site. The second role(s) you will use to specify who gets to edit a particular control (just as a glimpse ahead, I’ve added a property to the ContentPart control called “AllowedRoles” that gets set like AllowedRoles=”HomePageEditor,AboutUsPageEditor”).

Create a basic test account and add both the “ContentEditor” and “HomePageEditor” roles to their account.

Step 2 –

Open up ContentPart.cs in Visual Studio 2005.

On line 99 replace:

protected virtual bool CanUserEdit()

{

    return CSContext.Current.User.IsAdministrator;

}

With this:

protected virtual bool CanUserEdit()

{

    if( CSContext.Current.User.IsInRoles(_allowedRoles) ||

        CSContext.Current.User.IsAdministrator)

        return true;

     return false;

}

Next, we’re going to add a property in the ContentPart to keep our allowed roles.

On line 28 add these private variables underneath the existing class private vars:

private string[] _allowedRoles;

private string allowedRoles;
Lastly, add this block anywhere in the “Properties” region. In my file it’s on line 275 at this point:

public string AllowedRoles

{

    get { return allowedRoles; }

    set

    {

        allowedRoles = value;

        _allowedRoles = value.Trim().Split(',');

    }

}

What have we done? Why did I add all this code? Well simple. In the first part we modified the CanUserEdit() method so that it returns true if the current user is an administrator OR they’re in the “allowed roles” array. When you place a ContentPart on the page now you’ll have the option to specify which roles can click to edit that specific region and “CanUserEdit()” will be the checker of that. Next we’ve added the private variables to store the string that gets passed in, as well as the string array that will be created from that string. Lastly, we added the public accessor method to handle setting the passed in roles.  This would be the end of the access problem, and indeed at this point if you specify a user in the new “AllowedRoles” property and logged in you could double click on that content area to edit -- except that there is a second check for user rights in the resulting editor window. You’ll get a nice “You do not have permission to edit this item” Error message. We’ll fix this in the next step.

Step 3 --

Open EditContent.cs in Visual Studio 2005

This is where we make the app a little less secure as mentioned at the beginning in the disclaimer. Please read that.

On Line 59 on the first line of the OnLoad event add:

string[] trustedRoles = { "ContentEditor" };

Next, go to line 61 and replace this:

if(!cntx.User.IsAdministrator)

with this:

if(!cntx.User.IsAdministrator && !cntx.User.IsInRoles( trustedRoles ) )
BAM! Now we’re opening up that nifty EditContent window I wanted to let one of my group members have access to on the page he’s responsible for since he’s in the “ContentEditor” role.

Now you will need to compile the source code and replace the CommunityServer.Controls.dll file in your bin directory with the one generated from this new source code.

Step 4 –

Let’s test it out! Open your Default.aspx page or “Home”. You can use any page in CS but we’ll keep it simple for now.

Add this anywhere on the page you want to add a content area:

<CS:ContentPart runat="Server" AllowedRoles = "HomeAdministrator" contentname="welcome2" id="welcomeContentPart2" text="content2" />

Notice the new “AllowedRoles” property. I can say AllowedRoles=”Role1,Role2,Role3” and have multiple roles / users edit this space.

Or, I can have many ContentParts on one page but have only 1 user per role and have every content part be updated by a different role / user on a single page. When one user roles over a content part they don’t have rights to it won’t even highlight for them to click. 

 That’s what I wanted! So I’m done. Enjoy. Thanks to the people at Community Server who really did a great job with this project. I’m sure your next version will have something better than this quick-fix!

I’m making this document and my source code (.cs files) as well as a compiled binary updated with this available at:

http://www.aaroncoleman.name/cs_contentarea_fix/

Please visit this thread for more info:

http://communityserver.org/forums/t/483248.aspx
If you feel like you want to donate for this solution please consider donating to www.savedarfur.org – a cause I believe is within our reach.

